
VETO MESSAGE - No. 6817
 
TO THE SENATE:
 
I am returning herewith, without my approval, the following bill:
 
Senate Bill Number 7323, entitled:
 
    "AN  ACT  to  amend  the education law, in relation to creating "the
      school district finance security task force""
 
    NOT APPROVED
 
  This bill would establish a new  School  District  Financial  Security
Task Force (Task Force) to review school district financial transactions
in order to (1) develop guidelines for school districts to protect bank-
ing  and  other information from adverse consequences related to on-line
transactions and (2) make  recommendations  for  legislation.  The  Task
Force  would  be  made  up  of individuals designated by the State Comp-
troller, the Director of Homeland Security, the Attorney General and the
Superintendent of Banks. The Task  Force  is  mandated  to  solicit  the
voluntary  cooperation  and  participation  of computer security profes-
sionals and experts in the field and no funding shall  be  provided  for
such  consultations.  A  report  of  the Task Force would be required by
December 31, 2010.
 
  This bill stems from an incident  last  December,  when  the  FBI  was
called  to  investigate  after  cyber thieves tried to loot roughly $3.8
million from a New York school district's online  bank  accounts.  While
law  enforcement, the school district and its bank succeeded in recover-
ing $2.55  million  of  the  stolen  funds,  the  school  district  lost
$497,000.
 
  In  the  wake  of  that  incident,  the State Comptroller, the Banking
Department, the Office of Homeland Security (OHS) and the New York State
Police established a set of best practices and protocols to  help  local
government  best  address  these  threats.  These valuable resources are
already available for local  governments,  including  school  districts,
through links on the State Comptroller and OHS websites.
 
  This bill is clearly motivated by the worthy purpose of helping school
districts  protect  their resources and financial transactions. However,
activities relating to electronic funds are primarily governed by feder-
al law. Indeed, legislation has been introduced in Congress  to  address
some  of  the issues that would be before the proposed Task Force, and I
am monitoring its movement through the federal process.
 
  Further, many  steps  by  existing  state  agencies,  including  those
charged  to  be part of the proposed Task Force, already have been taken
to address the cyber security problems facing local  governments.  These
steps  include  a  thorough  review  of all regulatory activities by the
State Banking Department, a study and report by the  State  Comptroller,
and the establishment of recommended best practices and the provision of
services such as cyber security trainings to local government by OHS.
 
  I  do  not  believe  the  problems identified by the sponsors are best
addressed via another Task Force. I have tried to reduce the  number  of
existing  boards  and  task forces, and this bill would be a step in the



 
opposite direction. A better approach would be for the sponsors to  work
with  the  Executive  to determine if there is any specific state legis-
lation that would be helpful in addressing this issue. Also, the  report
required by this legislation would be due in three months. This is not a
sufficient  time  period  to address an ever-changing threat like cyber-
theft.
 
  The bill is disapproved.                  (signed) DAVID A. PATERSON
                              __________


